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alias

ksh &bash
creates a shorthand for a command

unalias

ksh & bash
removes an alias



type alias on a blank line to see all aliases



alias is in the .bashrc directory

&

Ampersand = run in the background

apropos

Searches the what is database for strings



apropos keyword…
*

Asterisk/Unix terminology  “splat”,   wildcard > one character



bash   $* = $1c $2c …

at

executes commands at a later time



at [-V][-q queue][-f file][-mldbv] TIME



e.g. now + count time-units  [minutes, hours, days, weeks]



-V prints the version number to standard error



-q queue   a to z or A to Z



-f file Reads the job from file rather than standard input

-m send mail to user when job completed



-c cats the jobs listed on the command line to standard output



-l alias for atq    -d alias for atrm



-b (b queue?)

-v Shows the time the job will be executed



To allow/deny users  see  /etc/at.allow and /etc/at.deny

atrun

atrun – run jobs queued for later execution



atrun [-l load-avg] [-d]



atrun runs jobs queued by at. It is a shell script containing invoking



/usr/sbin/atd with the –s option



@

bash  $@ = $1, $2, $3, $4, …

autoconf

most GPL packages use autoconf to compile

awk

programming language   see gawk

\<

metacharacter; stands for the beginning of a word; extended regular expression

\>

metacharacter; stands for the end of a word; extended regular expression

· up-arrow remembers types previous commands

(
For redirecting command output to a file creates the file if not there and if there overwrites the file e.g.   date>filename  also  cat myfile > myfile.doc

((
For redirecting command output to a file creates the file and if there will only add to the file and will not overwrite

2>

redirects standard error

\

backslash used to ignore glob constructs  e.g. \* or \.

Backspace
Ctrl-H, erase one character to the left

batch
executes commands when system load levels permit; when the load average drops below 0.8 or the value specified in the invocation of atrun        



batch [-V][-q queue][-f file][-mv] [TIME]

(man page same as at)

bg

bg #  put process # in the background  might be bg &

^

caret, metacharacter; stands for the beginning of a line



caret as a history command: if typing and mistakenly typed a “,” instead of a “:”



then type “ ^,^:”  see ! as a history command


Ctrl-A

Select to visible portion of a screen to paste


Ctrl-C

Cancel, interrupt

Ctrl-D

Logout, exit

Ctrl-H
 
Backspace, erase one character to the left

Ctrl-J

Execute the current line

Ctrl-M

Execute the current line

Ctrl-U

Delete the current line

Ctrl-V

Take the next character literally [used to insert character] Ctrl-V , Ctrl-L = ^L

Ctrl-W

Delete the word to the left

Ctrl-X

??? Delete the current line     to get to the boot prompt

Ctrl-Z

Place a job in the background

Ctrl-Alt-Bkspc
Terminates X Windows

Ctrl Alt F1

Text mode

Ctrl Alt F7

Graphical mode

cal

Displays the calendar
cal [-jy] [month] [year]



-j Julian year {1>365}



-y year= displays the whole year

cat
[cat [option] [filename] display contents of a file w/o normally pausing  



-A show all

cd
changes the working directory(default)   {like DOS CD} a plain cd will take one into their home directory



cd -  to previous directory



cd ~ to home directory

cfdisk

creates partitions, improved version compared to FDISK



chattr

changes file attributes on a Linux second extended file system



chattr [-RV] [-v version] [mode] files …

OPTIONS



-R recursively



-V verbose with chattr’s output and print the program number



-v version set the file’s version/generation number

ATTRIBUTES




i  immutable



a append only



d not a back up candidate when dump is run



s  file with s attribute when deleted, blocks are zeroed



S file with S attribute is modified, changes are written synchronously on the disk

chfn

change your finger information



chfn [ -f full-name ] [-o office] [-p office-phone] [-h home-phone] [-u] [-v][username]



-f Specify your real name



-o Specify your office room number



-p Specify your office phone number



-h Specify your home phone



-u help Print a usage message and exit



-v Print version information and exit



/etc/passwd – information location
chsh

change your login shell



-l  prints a list of shells listed in the /etc/shells
chmod

chmod [OPTION] [MODE] filename

sets the permissions for a file or directory like DOS ATTRIB


OPTIONS



-c changes like verbose but only report when a change was made



-f suppress error messages



-v verbose  output a diagnostic to every accessed file



-R recursive



--help

u=user, g=group, o=other or a=all



r=read  w=write  x=execute



chmod a-w sonnet    = all, turnoff, write



chmod u+rwx sonnet  = user, turnon, read/write/execute



u+rx-w, g+x-wr, o+x-wr or ( u+rx-w, go+x-wr ) sonnet



asterisk can be used e.g.  ~/*  change everything in the home directory



chmod format   drwxrwxrwx



There is a different way of writing permissions by using numbers



e.g. chmod 777  turns everything on



0     nothing



directory permissions are slightly different
1 execute

2 write



r = able to list contents of the directory
3 write + execute

4 read



w =able to put files in that directory
5 read + execute

6 read + write


x =able to access files in that directory
7 read + write + execute                 but not able to list the contents of that directory 

setuid/setgid
s bit allows non root users to act as root



chmod u+s for setuid         chmod g+s for setgid



chmod u=rwxs, g=rx, o=file name



chmod 4750 file_name



if setuid; 1st number is 4  chmod 4000   if setgid 1st number is 2  chmod 2000 both chmod 6000

chgrp

Change the group membership of each FILE to GROUP



chgrp [option]… group_file
change group ownership of files,must have authorization to be part of that group



-c  verbosely describe only files that change



-v  verbosely describe ownership changes



-R  recusive

chkconfig
To add or delete services at boot time. Updates and queries runlevel information for system services.



chkconfig –list [name]



chkconfig –add [name]



chkconfig –del [name]



chkconfig [--level levels] name <on|off|reset>



chkconfig [--level levels] name
chown  
chown [OPTION] OWNER[:[GROUP]] FILE

-c verbosely describe only files that change


-v verbosely describe ownership changes


-R recusive

After the option argument.    No space after colon or dot

 If only an user name is given, that user is now the owner and the files group is not changed.

If user name followed by a colon or dot and a group name, group ownership is changed also.

If after the colon or dot but no group name group is changed to user’s login group.

If the colon or dot is given, but the user is omitted, only the group is changed. Functions like chgrp
clear

clears the screen

comm

compare two sorted files line by line



comm [OPTION]… LEFT_FILE  RIGHT_FILE
cp

[file A] [file B] (copy )   {like DOS COPY}



e.g.    cp /etc/* ~  home directory     cp /etc/passwd .    current director
cpio

copy files to and from archives



-i  extracts



-o  takes all filenames from STDIN, and copies them to STDOUT




-o –create    Run in copy-out mode



create a cpio archive which contains the contents of /etc. Name it /tmp/etc.cpio



cpio –ov > /tmp/etc.cpio < /etc


create a cpio archive which contains the contents of /root.  Name it /tmp/root.cpio



cpio –ov > /tmp/root-cpio < /root



Show the cpio command to list off the contents of /tmp/root.cpio without expanding it.



cpio -+ < /tmp/root.cpio



Show the cpio command to extract the contents of /tmp/root.cpio



cpio -i  < /tmp/root.cpio

cron
cron – daemon to execute scheduled (repeated)commands. Cron wakes up every minute, examining all crontabs


cron should be started from /etc/rc or /etc/rc.local


cron searches /var/spool/cron for crontab files. Searches also in /etc/crontab and /etc/cron.d


To allow/deny users see /etc/cron.allow and /etc/cron.deny

crond
a daemon, has an infinite loop, anything to run, if no then sleeps for one minute and then scans crontab

crontab
creating a table; creating a file so the crond  daemon when scanning this file will sense if there is something to run.  crontab comes up in vi editor.


crontab [–u username] [file]  if no option –u, then crontab examines your crontab


-l long  current user’s crontab to be displayed


-e edit  the current user’s crontab ALWAYS USE –e OTHERWISE FILE WILL BE ERASED

-r delete current user’s crontab


min  hour  day  month  weekday  command 


min = 0>59


hour = 0>23


day = 1>31


month = 1>12


weekday = 0>6 Sunday = 0


xx^xx^x^xx^x  = minute^hour^day^month^Wed


e.g 15,30,45^9 = 9:15, 9:30, 9:45

cut

to remove sections [ fields ] from each line of files



-b  byte-list



-c  character-list



-f  field-list

--help

will give a condensed help,  Linux only

daemon

Run in the background

not attached to a terminal, will “ ? “ on tty, ends in a “ d “

date

gives date



date +%B%p shows day name plus AM or PM

Delete

dep

no man entry


/dev

maps all system devices to file system     hard drive ~= /dev/hda5

df

report filesystem disk space usage by partition



df [OPTION] [FILE]



-a  all



-i  inode usage



-h  human readable displays kilobytes, megabytes, gigabytes



-H human readable power of 1000 not 1024

-k kilobytes

-m  megabytes

-T  print filesystem type

dhcpcd

DHCP client daemon; gets host information IP addresses, net mask, broadcast address, etc



from a DHCP server and configures the network interface 



dhcpcd [-dknrBCDHNRTY] [-h <hostname>] [-i <clientID>] [-s[ipaddr]] [interface]



-B requests bradcast response from DHCP server



interface e.g. eth0, eth1, etc

diff

compares two text files for differences and displays the differences



diff file1 file2   = general format



output: lines from first file are marked by “<” , lines from second file are marked by “>”



e.g. 2a3 = after line 2 of the first file, you’d have to append line 3 of the second file



e.g. 3d2 = need to delete line 3 from the first file and that line 2 in the second file is the last



line to be deleted.   C= change

dig

DNS lookup utility used to interrogating DNS name servers



dig –x ipaddress    dig webbie.company.com 

dir

like ls, dir is only for Red Hat

display

display an image running X (can read many formats JPEG, TIFF etc) size color etc



display [ options…] file [options…] file
dmesg

dmesg – print/control the kernal ring buffer



dmesg [-c] [-n level] [-s bufsize]



-c Clear ring buffer contents after printing



-s bufsize Use a a buffer of size bufsize to query the kernel (16392 = default)



-n level  Set the level at which logging of messages is done to the console.
$

dollar sign, metacharacter; that stands for the end of a line

$

scripting: retrieve a value from a variable



bash expands to the process id of the shell

$HOME

shortcut to the home directory

$0

name of the command or script being executed

$n

positional parameters, that is, arguments given on the command line



numbered 1 thru 9

$#

number of positional parameters given on a command line

$*

a list of all the command line arguments

$@

a list of all command line arguments

$?

The numeric exit status (that is, return code) of last command executed

$$

PID (process ID ) number of the current shell

$!

PID (process ID) number of last background command

.

dot, metacharacter; that will match any other character

.

current directory



names the current directory

..

stands for the directory that contains the current directory



names the directory above

..

[cd ..] go back one level [cd ../..] go back two levels

dsniff

a sniffer, to procure data (e.g. passwords) from network traffic

du
shows disk/directory usage  e.g.   du –k [file] or du /etc/  or du –s /var [by every directory under the current directory]



kiloblock =1024   default



-h human readout displays kilobytes, megabytes and gigabytes



-s summary  without the –s it will show a recursive display



-k kilobyte option



-a for all files, not just directories

dump

dump examines files on an ext2 filesystem and determines which files need to be 



backed up.



-f file



Level 1  backup only save files that have changed



Level 2  backup only saves files that have changed since the last



Level 1 backup



Level 0 full backup
echo

display a line of text, used as a print command inside a script

edquota

edit user quotas



edquota [ -p protoname ] [ -ug ] [ -F format-name ] username



edquota [ -ug ] [ -F format-name ] –t



-r   edit non-local quota  see man page 



-u  edit the user quota (default)



-g  Edit the group quota



-p protoname  see man



-F  format-name



-t  Edit the soft time limit foe each filesystem

Enter

Execute the current line

!

exclamation/ Unix terminology: bang: negation (“not”)



every history command starts with this “!”



e.g. wanting to use the 33rd command in history just enter this “!33” or enter one or 



more characters to identify the command “!who”



e.g.  !! means execute the most recent command



see caret



bash expands to the process id of the most recently executed background



(asynchronous) command.

!!

bash  re-executes the previous command

Esc

Switch from insert mode to command mode

exec

no man entry
exit

Logout, CTRL-D

fdisk

f disk – Partition manipulator for Linux



fdisk [-u] [-b sectorsize]device


fdisk –l [-u] [ -b sectorsize] [device …]



f disk –s partition …


fdisk –v



-b   sectorsize  Specify the sector size of the disk valid values are 512, 1024, or 2048



-l   List the partition tables for the specified device and exit.



-u  When listing partition tables, give sizes in sectors instead of cylinders



-s partition   The size of the partition (in blocks) is printed on the standard output.

file

shows information about the contents of a file



e.g. ASCII text, directory, binary

file types

-  regular file

first column on the ls command



d  directory



s



l  soft link



p



c  I/O hardware



b



f

find

find [path…] [expression]

start from directory  e.g. /etc     [Does not pertain to file contents]



find  -ctime  -5  -print  -type f  == see what file was modified within the past 5 days



find  /etc  -name  “*group*”  -print  == display all that have the word “*group*”  from /etc



find /etc  -name  “*group*”  -type d == display all directories …



find  / -perm 666  -print  == display all permissions that read/write for all 3 groups



-print

display results



-atime n

find files that were accessed exactly n days ago



-ctime n

find files changed exactly n days ago



-ctime -n

find files changed within n days ago



-ctime +n

find files changed more than n days ago



-name form
find files with name matching form



-iname n (-n)(+n)
disregard case, find files changed n days ago (within n days ago)(more n days ago)



-mtime n

find files with characteristics that were modified exactly n days ago



-newer file
find files newer than file


-type d

display only directories



-type f

display only files



-type p –print
find all named pipes on a system

finger

user information lookup program



-s  default  a lot of info



-l   more info

fg

fg #    brings a process to the foreground might be fg %

free

Display amount of free and used memory in the system also displays some cpu



consumption data



free [-b|-k|-m] [-o] [-s delay ] [-t ] [ -v]



-b memory in bytes | -k memory in kilobytes | -m memory in megabytes



-t displays a line containing totals

fsck

file system check, check and repair a Linux file system

fstab

fstab – static information about the filesystem



#include <fstab.h>



first field- describes the block special device or remote filesystem mounted



second field-describes the mount point for the filesystem



third field- describes the type of the filesystem



fourth field-describes the mount options associated with the filesystem



fifth field is used for these file systems by the dump command



sixth field is used by the fsck program to determine the order in which filesystem checks are done



/etc/fstab



examples of filesystems: minix, ext obsolete, ext2, xiafs, xfs, msdos, hpfs, iso9660, nfs, swap 

ftp

ARPANET file transfer program



ftp (-v) (-d) (-I) (-n) (-g) host



-v verbose



-n restrains ftp from auto logon



-I turns off interactive



-d enables debugging



-g disables file name globbing

ftpd

Internet file protocol server



see man pages

gawk

gawk is the GNU Project’s implementation of the AWK programming language

ghostscript
distributed with Linux to interface with postscript

globbing

filename substitution



“ * “ wildcard > one character, “ ? “ wildcard one character only



[ bd ] = b and d not c,  [ b-d ] = b, c , d    [ ] means range of single digit



“ ! “ not / negation  [ !b] any except b          characters



use braces “ { } “ separated by a comma, e.g.     .{wks,wki,xls,xit}



files that have at least one number in their names and have the ending of ‘.dll’ or ‘.inf’



ls * [0-9] * {.dll,.inf} or* [0-9] *.{dll,inf}


GLOB CONSTRUCTS


files that start and end with the letter “r”

? Matches any character



ls  r*r





* Matches any string of zero or more characters



files that start with any letter in uppercase

[…] Matches any character



ls  [A-Z]*





[!…] Matches any character not listed



files with an ending of “.dll”   do a word count to see the number of files



ls  *.dll|wc



files with an ending of “.dll” and whose name contains a “4” or a “5” in their names



ls* [45} *.dll  or use * {4,5} *.dll   if numbers were 45 and 55 then use  * {45,55} *.dll



files with an ending of “.exe” and whose name is exactly three charcters long



ls  ???.exe



files that start with “7” and end in either a “5” or a “7”



ls  7*[5,7]



files whose names start with a number and with an ending of “.FOL”



ls  [0-9]*.FOL|wc



files that start with letters from “t” to “v” and with an ending of “.exe”



ls  [t-v]*.exe  or use [tuv]*.exe



files that start with a “7” and do not end on “5” , “6” nor “7”



ls  7*[!567]

grep
grep [options] PATTERN [FILE…]


grep [options] [-e PATTERN | -f FILE] [FILE…]

grep is a filter- either displayed or taken away, looks inside the file grep “string” filename  displays all lines in the filename that contain the string

-E  interpret pattern as an extended regular expression
regular expressions contain metacharacters
-F  fast search that does not use regular expressions, separated by new lines



-i  ignore case  e.g. grep –i string filename         string can also be “string” [always use “ ”]



-v reverse , opposite, invert



-G basic default, interpret pattern as a basic regular expression



-e Use PATTERN as the pattern; useful to protect patterns beginning with -.



-f FILE   Obtain patterns from FILE, one per line


group

/etc/group is an ASCII file which defines the groups to which users belong



format:     group_name:passwd:GID:user_list



group_name , the name of the group  // passwd - encrypted group password



GID ,the numerical group ID // user_list – all the group member’s user names



separated by commas

-h help on some systems like Solaris

groupadd
create a new group



groupadd [ -g gid [ -o]] [ -r ] [ -f ] group


-g gid
The numerical value of the group’s ID



-o
with this, the gid can be non-unique



-r
adds system account


-f
force, This causes groupadd to exit with an error if the group name is a duplicate


/etc/group – group account information

groupdel
Delete a group    (groupdel group)


/etc/group – group information


/etc/gshadow – secure group information
groupmod
Modify a group

       new
           old


groupmod [ -g gid [ -o ]] [ -n group_name ] group


-g gid

The numerical value of the group’s ID


-o

with this, the gid can be non-unique


-n group name  The name of the group will be changed from group to group_name


/etc/group – group information


/etc/gshadow – secure group information

gzip 

compress or expand files

gunzip
gzip [ -acdfhlLnNrtvV19 ] [ -S suffix] [ name … ]  has .gz as an ending

zcat


head

head [file] look at the first 10 lines of a file            e.g.  head [-bkm] [filename]



head –b [file]

head –2 filename = 1st two lines of filename



-b 512 byte block



-k 1024 byte block



-m one mega byte block



-n how many lines with n  e.g.  head –n15 filename   or    head –15 filename

$HOME

shortcut to the home directory

htpasswd
Create and update user authentication files



htpasswd [-c] [-m] passwdfile username



htpasswd –n [-m|-d|-s|-p] username



used to creat / update the flat files used to store usernames and password for basic authentication of HTTP users.



-b  batch mode



-c  Create the passwdfile   cannot use with the –n option



-n  Display the results on standard output



-m  Use MD5 encryption for passwords   (Windows and TPF)



-d  Use crypt() encryption for passwords. Default on all platforms except Windows and TPF

hurd

GNU kernel

id

see what groups one belongs to uid=534(Michael) gid=100(users) groups=100(users)

ifconfig

configure a network interface   to see all interfaces type /sbin/ifconfig -a



ifconfig [interface] eg eth0



ifconfig interface [aftype] options | address



down = /sbin/ifconfig eth0 down



up =     /sbin/ifconfig etho up



to change the address use:



/sbin/ifconfig eth0 192.168.2.105

imake

C preprocessor interface to the make utility



imake is used to generate makefiles from a template



see man pages

inetd

Internet super daemon

info

read info documents



info [option]… [menu-item…]

init

process control initialization
script is stored in /etc/inittab



init 0  power down



init 1  single user



init 2  multiuser but without network support



init 3  text mode  (multiuser) this gets rid of X window



init 4  not used except as a customized way



init 5  graphical mode



init 6 reboot

inittab
This file describes how the INIT process should set up the system in a certain run level .

inode
Every file and directory has date describing attributes; permissions, creation, access, modification times and location



Do a df –i to see how many inodes are left 

insmod

insert loadable module in the running kernel   see rmmod  lsmod  e.g. insmod 3c59x
ipchains

IP firewall administration

iptables

IP packet filter administration
jobs
list anything not running in the background and  scheduled to run in the background

kill

stop a process       1 through 21 option levels 



-15 soft kill  default



-9 hard kill



e.g. kill –l    lists all the kill signals



e.g. kill –9  711       711 is the process

ksysv

KDE’s graphical run level editor. See also ntsysv & tksysv

kudzu

detects and configures new and /or changed hardware on a system



see man pages for where its files are

`             left tick: list stuff in down columns

last

last – shows listing of last logged in users

lastb

last [-R] [-num] [-n num] [-asiox][-f file] [name…][tty…]



last searches file /var/log/wtmp or –f file and displays a list of all users logged in



lastb – shows bad login attempts in /var/log/btmp



DOES NOT RECORD X WINDOWS LOGIN



-num count telling last how many lines to show



-n num same



-R suppresses hostfield display



-a display hostfield in last column



-d translates the IP address (non-local log in) back into hostname



-I displays the IP in numbers and dots



-o read an old type wtmp file



-x display system shutdown entries
lastlog

lastlog – examine last log file  /var/log/lastlog



lastlog [-u login-name] [-t days]



-u only will examine the login-name



-t days will cause only the last logins more recent than days to be printed

less

a screen at a time

less

[filename] like more except using less will allow one to go backwards

lilo

install boot loader

ln

ln [OPTION]…  TARGET [LINK NAME]



ln [OPTION]…  TARGET…DIRECTORY


ln [OPTION]…    --target-directory=DIRECTORY TARGET…

make links between files


hard links by default



symbolic with –symbolic or –s



a soft link aka symbolic link



ln hardlink



ln^-s softlink

login

prompts for user id



logout

Exit, CTRL-D

lp

or lpr print hard copy; e.g.  lp [file] or lpr [file] e.g. ls –l|lp (lpr)




lpr –P{printer} [file]

ls

List contents of directories [-l] list long [-la] list all inc hidden files,  

 {list like DOS dir}

-a   List all files even with starting with . or ..

-A   List almost all files except ones starting with . or ..

-b   quote non graphical characters by question marks or blanks

-C   multicolumn output, sorted down columns, only necessary if not the default

--color {--color=none} different types of files and directories in color

-d   list directory entries instead of contents

-f    Do not sort directory contents

-F   classify, append a character to each file name indicating file type


executable   
=   *


directories  
=   /


symbolic links   
=   @


FIFO   

=   |


sockets   
=   =


regular  

=   no symbol

-l     list long, list details

-r     reverse sort the directory in reverse order

-R    List the content of all directories recursively

-s    display size in blocks; blocks = 512 or 1024 bytes depending on Unix flavor

-t     sorts by time, newest on top

-p    marks directories by putting a slash ( / ) at the end of their names

-x     multicolumn output, sorted across rows, alphabetical order

-U    display files in the order which they were last accessed

-1     long column

-latr  most recent last

-ld    do not list directories

-print forces output to screen

lsattr

list file attributes



lsattr [ -Rvadv ] [files…]



-R recursively list attributes of directories and their contents



-V display the program version



-a list all files in directories including files that start with ..



-d list directories like other files, rather than listing their contents



-v list the file’s version/generation number

lsmod

list loaded modules. The format is name, size, use count, list of referring modules.



-h, --help  display a summary of options and immediately exit



-V, --version  display the version of lsmod and immediately exit

mail

mail [ -i1nv ] [ -s subject ] [ -c cc-addr ] [ -b bcc-addr ] to -addr



to send e mail



mail –S “hello” friend@AOL.com



a “. “ on a blank line means end of typing and mail is sent

mailq

print the mail queue



-v  verbose

make

GNU make utility to maintain groups of programs



make [ -f makefile] [option ] … target …



The purpose of the make utility is to determine automatically which pieces of a large program 

need to be recompiled.

make bzImage
compiles the kernel  see page 197

make config
old way of building a kernel see page 194

make dep
handles all the dependencies and creates makefiles see page 197

make menuconfig
ncurses screen to build a kernel  see page 195

make xconfig
X window environment to build a kernal  see page 196 must have Tcl/tk package loaded

man

See manual help pages [what manual page do you want?]

Spacebar
move forward a page

man –k keyword  searches for a phrase

F- forward a page

B-backward a page
Q quit, exit

menuconfig
make menuconfig graphical ncurses based screen see page 195
mesg

mesg {y} or {n} [ permission to talk ] 

 

y=allow write access   n= disallow write access

Regular Expression Except Where Noted

metacharacters
^ beginning of a line     page 146


$ end of a line



.  matches any character

· zero or more repetitions of the previous regular expression

[…] matches any character listed inside the brackets

[^…]  matches any character not listed inside the brackets

| (pipe) separates multiple choices [Extended regular expression]

\<  beginning of a word 
           [Extended regular expression]

\> end of a word                                [Extended regular expression]

mkdir

[filename] make directory  [like DOS mkdir]

mke2fs

create a Linux second extended file system



see man pages

more

a screen at a time using the spacebar {displays like DOS TYPE command}

more

[filename] gives % displayed (completed) cannot go backwards

mount

mount [-lhv]



mount –a [-ffnrsvw] [-t vftype] [-O optlist]



mount [-fnrsvw] [-o options [….]] device | dir


mount [-fnrsvw] [-t vfstype] [-o options] device dir 



mount [-l] [-t type] lists all mounted file systems of type. Option –l adds the ext2, ext3 and XFS labels



-v verbose mode



-a mount all filesystems mentioned in fstab



-h Prints a help message.  Does not mount anything



-V Prints a version message. Does not mount anything



-F Used in conjunction with –a



-f fake mounting – see messages



-l Add the ext2, ext3 and XFS labels



-r synonym is –o ro Mount the file system read only



-w synonym is –o rw Mount the file system read/write



-L label Mount the partition with a label


-U uuid  Mount the partition that has the specified uuid



-t vfstype The argument following –t indicates file system type



-o ro mount read only

e.g. mount –o ro /dev/hdc /mnt/cdrom

e.g. mount  /mnt/cdrom

move

move window cursor

mpage

print multiple pages per sheet on PostScript printer by reducing type size



see man page



mv

rename or move,  mv [file A] [file B]), file A will be deleted  

                       
(like DOS rename)



works with directories too

net

no man entry

netstat

print network connections, routing tables, interface statistics



-a
all  show both listening and non-listening sockets



-n
show numerical addresses instead of symbolic host



-p
show the PID and name of the program to which each socket belongs



-r
display the kernel routing tables




e.g. netstat –apn|more

newgrp
log in to a new group


newgrp [ group ]

newgrp changes the group identification of it caller

/etc/group

/etc/passwd

use chgrp if the file exists

use newgrp if file doesn’t exist 

NFS

nfs fstab format and options



The fstab file contains information about which filesystems to mount where and with what options.



Files are in /etc/fstab

nice

run a program with modified scheduling priority



nice [ OPTION] [ COMMAND [ARG]… ]

Run COMMAND with an adjusted scheduling priority.  With no COMMAND, print the current scheduling priority.  Adjust is 10 by default. Range goes from –20 (highest) to 19 (lowest

-ADJUST increment priority by ADJUST first

-n,  --adjustment=ADJUST same as –ADJUST

--help










BSD/Linux
SVR4

nice number
Program priority



critical

     -20

    0



to see nice number ps –efl or top

normal

       0

    20








trivial

       19 

    40
NIS

network information service   netatalk   net appletalk

nmap

Network exploration tool and security scanner port scanner



nmap [Scan Type(s)] [Options] <host or net #1…[#N]>



Allows scanning of large networks to determine which hosts



are up and what services are offered.



-sS tcp syn  half openscan



-O  OS fingerprinting



e.g.  nmap –sS –O localhost
ntsysv

Red Hat’s runlevel editor. See also tksysv & ksysv

partitions
/ is the root directory

/root is the root user's home directory
/bin holds more binaries. may be a shortcut to /usr/bin

/bin/bash  location of bash, born again shell

/boot  holds the kernel
/dev holds device file definitions
/etc holds configuration data

  /etc/syslog.conf        controls what goes where
/home  holds user files -- each user gets a folder 

/lib holds shared libraries 

/proc is special. contains data about running processes
/sbin  holds administrative programs 

/tmp  space available for anyone for workspace 

/usr  holds user programs (editors, games, et al)

  /usr/src  is a safe place to copy files to 

/var holds variable data, like logfiles

  /var/log/messages    key log file

  /var/log/syslog
   key log file

passwd

use this to change a password  (interactive)



passwd [-k] [-I ] [username]  

pid

retrieve process id(s)



pid ?fileid?

ping

send ICMP echo_request to network hosts use Ctrl-C to stop



ping [-LRUbdfnqrvVaA] [-c count] [-I interval] [others] destination



12 pings, one every 5 seconds   ping –c 12 –i 5 ipaddress



pings as fast as possible  ping –f ipaddress


-a audible ping



-b broadcast address



-c count


-f flood ping as fast as possible



-i interval wait interval seconds between sending each packet
#(pound)

This for a prompt shows root is logged in

scripting: use this for remarks inside a script



bash   expands to the number of positional parameters in decimal
PS1

Primary shell prompt

PS2

Secondary shell prompt string for continuation lines

pg

Displays the contents of each file named on the command line

|

Pipe command, for piping the output of a command to another command

pr

convert text files for printing



pr [OPTION]…[FILE]…



-a, --across  print columns across



-c, --show-control-chars  use hat notation <^G> and octal backslash notation



-d, --double-space



-h, --header    use a centered header instead of a filename in the page header

-print

to see the display, Red Hat may automatically include this command

printcap

printer capability data base



/etc/printcap database

printconf-gui
Red Hat’s printer configuration screen

ps

shows all processes that are running



ps [options]



ps –ax shows all processes including daemons



ps –ax| head –l shows the heading



ps –a shows all processes



ps  -Af  shows all processes



ps –x shows all processes, even if not attached to a terminal



ps  axl shows all the processes including the parent in long form



ps Af|grep {string}



ps without a modilfier only shows yours processes



ps –ef   shows pid



ps –waux  shows CPU utilization, memory usage and pid



-a  select all with a tty except session leaders



-e  select all processes



a   select all processes on a terminal



e  environment



f  family



l  long format



x  select processes without controlling ttys



f   ASCII- art process hierarchy (forest)



w  wrap text



ID of 0 is the kernal



ID of 1 is Init



If result is a R then that is the one the CPU is running at that instant



total 65,535



Status



Running Sleeping Stopped Zombie

pstree

display a tree of processes



-a show command line augments



-c disable defaults compaction of identical subtrees



-h highlight the current process and its ancestors



-l display long file names



-n sort processes with the same ancestor by PID (Numeric sort)



-p show PIDs

pwd

print my current working directory  {like DOS CD}

?

question mark - wildcard only substitutes for one character



bash  foreground pipeline; expands to the status of the most recently executed

“”

soft quotes, tells to accept spaces, scripting, interpret inside “”,do variable substitution
‘ ‘

hard quotes, tells to accept spaces, scripting, do NOT interpret inside, print exact

quota check
display disk usuage and limits



quota [ -F format-name ] [ -guvs | ]



quota [ -F format-name ] [ -uvs | q ] user


quota [ -F format-name ] [ -gvs | ] group



-g group quota



-u default

quotaon

turn filesystem quotas on and off

quotaoff

see man page

reboot

halt, reboot, poweroff stop the system



man pages lists options

renice

alter priority of running processes



renice priority [[ -p] pid … ] [[-g] pgrp  ...] [[ -u] user … ]




-g  force parameters to be interpreted as process group ID’s



-u  force parameters to be interpreted as user names



-p  resets the interpretation to be the default process ID’s

restore

restore files or file systems from backups made with dump

rm

remove file   rm [file] (like DOS DEL)



rm –i [file]  interactive



rm –iv [file] verbose



rm-rf  recursive forced

rmdir

remove directory  {like DOS RMDIR}



-v print the name of each file before removing it



-l prompts whether to remove it

rmmod



route

show / manipulate the IP routing table



add  add a new route



del   delete a route



-n  show numeric addresses instead of symbolic names



-net  the target is a network



-host  the target is a host



e.g. route add –net 192.168.22.0 netmask 255.255.255.0 dev eth0

rpm

Red Hat Package Manager



-a   all



-l list or ql  list everything in the package



-f FILE query package owning FILE



-force forcing the installation



-h prints hash marks



-i install may also go by --install



-qi info, display package info, name, version, and description



-p PACKAGE_FILE query an uninstalled PACKAGE_FILE



-q query



-U upgrade



-V verify



-v verbose  -vvv this will make visible the internal workings.



-e erase
runlevel

find the current and previous system runlevel



0 powerdown



1 single user



2 multiuser without NFS (network)



3 text mode (multiuser)



4 unused or custom



5 graphical mode



6 reboot

rwhod

no man entry
set

set (-a-f+f [-o vi] -x+x) (option) (argument)

read and write environment variables AKA  displays or changes shell options

set varName ?value?  Returns the value of variable varName. If value is specified, then set the value of varName to value, creating a new variable if one doesn’t already exist.

setquota

set disk quotas  This is a command line quota editor 



/usr/sbin/setquota [ -r] [ -u| -g] [ -F quotaformat ] name block-softlimit  block-hardlimit  inode-softlimit



inode-hardlimit –a| filesystem…

unset

undefines variable

sendmail

An electronic mail transport agent



sendmail [ flags ]  [ address … ]

setuid

sets the effective user ID of the current process     see chmod

setgid

sets the effective group ID of the current process  see chmod

sh

to run a script



-c  string; commands are read from the string



-i   if the i flag is present then the shell is interactive



-s  if the –s is present then commands are read from the standard input   

shadow 

encrypted password file routine



/etc/shadow

shutdown
bring the system down (available only as root)



-t to wait seconds



-k only send warning messege



-r reboot after shutdown



-h halt after shutdown



-f skip fsck on reboot ( to go to single user mode )



-F force fsck on reboot



- h  halt now



e.g shutdown –r +15 “must do system maintenance” (reboot in 15 min)

/

root directory. slash- Unix uses the slash to separate pathname components

sleep

( time ) set system to pause

SMB

server message block (SAMBA)

sort

sort contents of text files, general format: sort file [>new-sorted-file]





Sort Codes      default output is to the screen



one record per line, different fields are separated by the same character



e.g. blank, comma, colon, etc



-k is to denote sorting keys   eg  -k5 sort by fifth column



b ignore leading blank



d  sort in dictionary or phone directory order, ignores all characters except letters, digits and blanks



f fold lower into upper case



i ignore characters outside the ascii range



M  sort in month order, folded to uppercase e.g. “FEB”



n  sort in numerical order



r  sort in reverse order



t different delimitation

ssh

secure shell    ssh open ssh client (secure remote login program)



ssh [-l login_name] hostname | user@hostname [command]

startx

to start x windows   see xinit

STDERR

Standard error (terminal screen)  fd2
STDIN

Standard in (keyboard) to redirect use < fd0
STDOUT

Standard out  (terminal screen) to redirect use > fd1

su

run a shell with a substitute user and group



eg  su^- switch into root’s path; su just root with the same directory



if user  not given then it assumes root



-c command



-, -l , login    login shell



su -   go to root

swapon

enable/disable devices and files for paging and swapping

swapoff

/sbin/swapon –s  shows swap usage/consumption

tail

tail [OPTION]…[FILE]…

Print the last 10 lines of each FILE to standard output

-f, --follow output appended data as the file grows

-n –lines output the last N lines, instead of the last 10

-v –verbose, always output headers giving file names

-help display this help and exit



(useful when looking at log files)  e.g. tail –2 out = print last two lines of the file out



e.g.  tail {-f} {logfile}



keeps looking at the bottom of the file, useful for log files



output is appended to the bottom

talk

interactively communicate with a person that is logged on



talk user@host   talk sends the message, message from…



respond with: talk yourname@yourhost



permission may be granted by the mesg command



ALSO  e.g. talk groove                         TO FIND RECIPIENT TTY see /var/run/utmp



end session with CTRL Z or CTRL D   TO FIND RECIPIENT MACHINE see /etc/hosts



Top is neighbors                                   talk at the $ prompt (command prompt)



bottom is me

tar

backing up disk files for archiving



tar –cvf [newfile] [old file]                                    Examples



-c   create archive



        

-f    states name of archive file
                        create     tar –cvf  [tarfile]

-j   filter the archive through bzip2                 list contents      tar –tvf  [tarfile]

-t    to see a table of contents (list)
           extract files      tar –xvf [tarfile]

-v   verbose says everything

-x   extract an archive

-z   --gzip, --ungzip filter the archive through gzip

Show the command to list off the contents of dsniff-2.3.tar.gz without expanding it.

tar –tzf dsniff-2.3.tar.gz

Show the command  to expand dsniff-2.3.tar.gz

tar –xzvf /usr/src dsniff-2.3.tar.gz

Create a tarfile called etc.tar which contains the entire contents of /etc

tar –cvf etc.tar /etc

Create a tar file called /tmp/root.tar which contains the contents of the /root directory

tar –cvf  /tmp/root.tar  /root

tee

tee- read from standard input and write to standard output and files



tee [option] [file]



-a  append to the given file, do not overwrite



-I   ignore-interrupts  ignore interrupt signals



to see sorted list e.g.



sort random_names | tee sorted_list | wc –w > num_names

telinit

see init

telnet

user interface to the Telnet protocol  transmits in plaintext

test

bash  provides many options to check files, strings and values. Often denoted by



left bracket “ [  “

tftpd

no man entry
tksysv

Red Hat’s graphical X window runlevel editor.  See ntsysv & ksysv



~

tilde, home directory  {[cd ~ ]= /students/Michael}

top

displays top CPU processes  default is 5 seconds



top [-] [d delay ] [ p pid ] [ q ] [c ] [S ] [s ] [i ] [ n iter ] [b]



top provides an ongoing look at processor activity in real time



e.g. top d3 e.g. refreshes display every 3 seconds

touch

creates or changes timestamp on an existing file or creates a file

tr

translate or delete characters



tr [OPTION]…SET1 [SET2]



-d,  --delete   delete characters in SET1, do not translate



-s,  --squeeze-repeats   replace sequence of characters with one

traceroute
print the route packets take to network host



traceroute (ipaddress to target)

tty

identify your workstation

twm

Tab Window Manager for the X Window system provides titlebars, shaped windows,



several forms of icon management, user-defined macro functions, click-to-type and pointer-driven



keyboard focus, and user-specified key and pointer button bindings.



twm [-display dpy ] [-s] [-f initfile ] [-v]



-display dpy   specifies the X server to use



-s                    only the default screen should be managed



-f initfile           specifies the name of the startup file to use



-v                    twm should print error messages

udp

user datagram protocol for Ipv4

umount

see mount <<NOT unmount>>

uname

name/version of operating system e.g.    uname –rsm    ver; os name; hardware type

uniq

return only unique lines- you do this after sorting

uptime

tell how long the system has been running, load average, last boot



uptime



uptime [ -V]



shows current time, system running, logged on users, system load for past 1, 5, 15 minutes

useradd

log in as root then e.g. useradd newusername then see passwd



useradd [ -c comment ] [ -d home_dir ] [ -e expire_date] [ -g initial_group ] [-G group[….]]



[ -m [ -k skeleton_dir ] | -M ] [ -p passwd] [ -s shell] [ -u uid [ -o]] [ -n] [ -r] login


-c
password comment field

-d 
home directory



-e
expire date


-f
inactive time



-g
initial group


-G 
group (also member of)



-m
[-k skeleton dir]
user’s home directory will be created



-M
home directory will not be created


-p
password encypted  USE instead passwd command



-s
shell, the name of the user’s log in shell



-u
uid, the numerical value of the user’s ID



-D
will display the current default values or update from command line



/etc/passwd – user account information



/etc/shadow – secure user account information



On Red Hat if no group is given on new user then a group = to login name is created



use vi/etc/group to add somebody to a group

userdel

Delete a user account and related files



userdel [ -r ] login


-r files in user’s home directory and  the home directory itself will be removed



/etc/passwd – user account information



/etc/shadow – secure user account information



/etc/group – group information

usermod

modify a user account



usermod [ -c comment ] [ -d home_dir [ -m]] [ -e expire_date] [ -f inactive_time] [-g initial_group ]



 [ -G group[….]] [ -l login_name] [ -p passwd] [ -s shell] [ -u uid [ -o]] [ -L| -U] login


-c 
comment


-d
home directory



-e
expire date


-f
inactive time



-g
initial group


-G group,[…] groups sep by comma



-l
login name


-p
password Use passwd command



-s 
shell



-u
uid



-L
lock password


-U
unlock password



/etc/passwd – user account information



/etc/shadow – secure user account information



/etc/group – group information

view
read only mode of vi    vi –R does the same thing

vipw
Edit the password or group files  POISON do not do this


edits the /etc/passwd


ONLY used in extreme circumstances

vmstat
report virtual memory statistics


vmstat [-n] [delay [ count ] ]



x
y


-n  causes the header to be displayed only once


delay is the delay between updates in seconds


counts is the number of counts

w

see users, time of log in

wc

[filename] word count  will show e.g.   17         36       442






               line     words    bytes



e.g wc –l filename         counts lines     17 lines



      wc –w filename        counts words   36 words



      wc –b or -c filename counts bytes    442 bytes



      wc - - v version number

whatis

search the whatis datebase for strings

whereis

will only find files in certain locations e.g. /bin, /etc
which

shows the full path of (shell) commands



which [options] [--] programname […]



OPTIONS



-a  Print all matching executables in Path



-i   Read aliases from STDIN, reporting matching ones on STDOUT

who

who is logged on and when



who -q   tells how many are logged in

whoami   
tells name of server, user and the IP address
xconfig

make xconfig  graphical Linux kernel configuration see page 196 Must have Tcl/tk package loaded
xhost

server access control program for X



xhost [ [+-]name…]

The xhost program is used to add and delete host names or user names to the list allowed to make corrections to the X server

xinetd

xinetd is Red Hat’s inetd. Internet super daemon



/etc/xinetd.d

xinit

X Window initializer   see startx



xinit [ [ client ] options ] [-- [server ] [display ] options ]

The xinit program is used to start the X Window System server and a first client program on systems that cannot start X directly from /etc/init or in environments that use multiple window systems. When this first client exits, xinit will kill the X server and then terminate.



see man pages for more

xmkmf

create a makefile from an imakefile



xmkmf [-a ] [topdir [ curdir ] ]

The xmkmf command is the normal way to create a makefile from an imakefile shipped with third-part software.

-a xmkmf builds the makefile in the current directory

ypbind

NIS binding process

ypinit

NIS database install and build program

ypserv

NIS server (Network Information Server)




/usr/sbin/ypserv [-b] [-d[path] ]  [-p port]



-d debug



-b  If the host is not found in the host maps, the DNS is querried



-p  port  the ypserv will bind itself to this port
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